Data protection and inventories – meeting notes

Data Protection Roles and Responsibilities
Understanding roles and responsibilities around data protection is key to compliance and risk management.
· Rob Cole defined the roles of data controllers and processors, clarifying that controllers decide how and why data is used, while processors act only on controller instructions 
· Controllers carry the highest responsibility under UK GDPR and can be organisations of any size, including sole traders.
· Joint controllers share equal responsibility and require clear agreements.
· Contracts between controllers and processors must specify data use, security, retention, and breach procedures before processing begins.
· This clarity helps reduce legal risks and ensures compliance across business relationships.
· Jessie emphasised the distinction between data about individuals and properties, noting that personal data applies only when information identifies a living individual (04:06)
· For example, details about a property alone are not personal data unless linked to occupants.
· Sole trader landlords’ personal data is protected under UK GDPR, meaning organizations must manage that data carefully.
· This distinction informs how data collection and processing policies are shaped to avoid misuse.
· It also impacts invoicing, communication, and record-keeping responsibilities in housing contexts.
Core Data Protection Principles and Lawful Basis
Following fundamental principles and selecting the right lawful basis ensures responsible data handling.
· Rob Cole highlighted the seven core principles of data protection and focused on lawfulness, fairness, and transparency as essential to compliance 
· Controllers must be clear upfront about what data is collected, why, how it is used, whom it is shared with, and retention periods.
· Providing clear privacy notices builds trust and reduces complaints.
· Other principles like purpose limitation, data minimisation, accuracy, storage limitation, security, and accountability support robust data management.
· These principles balance legal requirements with practical business needs.
· Rob explained the six lawful bases for processing personal data, encouraging careful choice beyond defaulting to consent 
· These include consent, contract, legal obligation, vital interest, public task, and legitimate interest.
· For example, invoicing sole trader landlords relies on a contract as lawful basis rather than consent.
· Consent can be withdrawn, creating operational challenges, so other bases often provide more stability.
· Controllers must assess which basis fits each processing activity to ensure lawful compliance.
Individual Rights and Subject Access Requests
Respecting and managing individual rights is crucial to legal compliance and reputational trust.
· Rob Cole outlined key individual rights under data protection law, focusing on the right of subject access (SAR) as the most common and impactful 
· Individuals can request access to their personal data verbally or in writing, and controllers have one month to respond, extendable by two months for complex cases.
· No fee can be charged for SARs, and identity verification must be reasonable and not cause undue delay.
· Controllers should communicate openly with requesters to clarify needs and avoid unnecessary work.
· Providing data in commonly used electronic formats meets compliance and usability standards.
· Rob described other rights such as erasure, restriction, objection, rectification, portability, and protection against automated decision-making 
· For example, individuals can ask for data correction if it is factually wrong or restrict processing pending resolution.
· Automated decision-making rights protect individuals from decisions made without human input, relevant as AI use grows.
· These rights require controllers to maintain adaptable processes to respond effectively and lawfully.
Data Breach Management and Reporting
Effective breach management reduces harm and regulatory risk.
· Rob detailed what constitutes a personal data breach and the required response steps 
· Breaches include accidental or unlawful loss, alteration, unauthorised access, or disclosure of personal data.
· Controllers must report breaches likely to risk individual rights within 72 hours, or document and mitigate others.
· Examples include misdirected emails, lost devices, phishing attacks, or ransomware.
· Even small breaches can cause serious harm, as shown in the ICO’s "ripple effect" campaign.
· Rob recommended calm, structured responses to breaches, including containment, risk assessment, mitigation, and root cause analysis 
· For instance, requesting deletion confirmation from unintended recipients can limit damage.
· Reviewing security practices and updating procedures post-incident reduces future risk.
· Documentation supports compliance and accountability, helping avoid fines or reputational damage.
· Organisations of all sizes should have clear breach detection, reporting, and investigation processes.
Data Retention, Disposal, and Operational Practices
Managing how long data is kept and disposed of protects privacy and reduces exposure.
· Rob and Jessie advised that data should only be kept as long as necessary and regularly reviewed to avoid unnecessary retention 
· While some retention periods are legally mandated (e.g., payroll records for 3 years), others are controller-decided.
· Automated deletion tools in software like Inventory Base help enforce retention policies and reduce risk.
· Regular deletion prevents accumulation, which complicates subject access requests and increases breach risk.
· Documenting retention policies in privacy notices ensures transparency and internal control.
· For physical data, shredding or secure disposal is recommended to prevent unauthorised access 
· Shredding only needs to cover personal data such as names and signatures, not non-identifiable content like photos of kitchens.
· Improper disposal risks regulatory attention and damages customer trust.
· Using confidential waste services or secure shredders aligns with best practice and legal expectations.
· These operational details support overall data protection compliance and reputational protection.
Registration, Fees, and Legislative Updates
Compliance includes understanding registration requirements and staying current with legal changes.
· Rob explained that most organisations processing personal data electronically must pay an annual fee, currently £52 for many UK businesses, but exemptions exist for smaller entities 
· Registration depends on data type, processing activities, and business size; the ICO provides a free self-assessment tool to determine requirements.
· Having CCTV on premises triggers mandatory registration regardless of other exemptions.
· Fee income funds ICO activities, including advice and training sessions like this one.
· This system balances regulatory costs with support services for businesses.
· Rob briefly introduced two recent legislative changes affecting data handling: 
· the Data Use and Access Act 2025 and the Renters Rights Act
· The Data Use and Access Act updates transparency and accountability in data sharing in phases through next year.
· The Renters Rights Act strengthens tenant protections, impacting landlords and letting agents’ data responsibilities.
· The ICO monitors these changes and updates guidance regularly, encouraging businesses to stay informed via their website.
· Awareness of evolving laws supports proactive compliance and risk management.

